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Technologie Proche: 

Envisioning the Archival Systems of 
Tomorrow with the Tools of Today

https://en.wikipedia.org/wiki/Hermes_%28missile_progra

m%29#/media/File:Hermes_A-1_Test_Rockets_-_GPN-

2000-000063.jpg



This is 
going to be 
a bit of an 
experiment

….

https://en.wikipedia.org/wiki/Nikola_Tesla#/media/File:Nikola_Tesla,_with_his_equipment_Wellcome_M0014782.jpg 



What projects, technologies, 
or initiatives from the last 
couple of years have inspired 
you around archives and 
technology? What are you 
anticipating?

Group Brainstorm: 

Google doc: http://bit.ly/tech-Proche

Twitter: #techProche
aboutmodafinil.com via https://commons.wikimedia.org/wiki/File:Brain_01.jpg 



http://knowyourmeme.com/memes/i-have-no-idea-what-i-m-doing



Change is inevitable

https://en.wikipedia.org/wiki/Analog_computer#/media/File:Analog_Computing_Machine_GPN-2000-000354.jpg



We can’t future-proof… so let’s be strategic

•Open

•Collaborative

•Decentralized

•Agnostic

• Interoperable

Building systems to be:
data

metadata

https://commons.wikimedia.org/wiki/File:Go_Board,_Hoge_Rielen,_BelgiumEdit_Fcb981.jpg



Centralized, Decentralized, and Distributed
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•Open source

•Open standards

•Existing communities

We need to 
leverage what 
already exists

http://www.totallylocalvc.com/art-of-teamwork/



The Tools of Today

Rusty tools; Biser Todorov via https://commons.wikimedia.org/wiki/File:Rusty_tools.JPG



Distributed version control and git

Version control: 

A system for managing changes to 

source data (documents, code, etc) 

over time. 

Version control systems help you track 

who made what change when, and 

why. They also allow you to roll back 

changes to your data to a previous 

state. 

https://git-scm.com/



Local version control

•Changes are tracked 
on a local computer

•Simple – great for 
working alone

•Not effective for 
collaboration

https://git-scm.com/book/en/v2/Getting-Started-About-Version-Control



Centralized version control

•Single server with all 
versioned files; users 
“check out” files

•Allows for 
collaboration

•Single point of failure

https://git-scm.com/book/en/v2/Getting-Started-About-Version-Control



Distributed version control

•Full mirroring of 
source with each user

•Broadest potential for 
collaboration

•Complex merging, 
branching, etc. 
possible

https://git-scm.com/book/en/v2/Getting-Started-About-Version-Control



Git
•Open source

•Distributed model

•Strong User Community, lots 
of free documentation

•Widely used and supported 
across platforms

https://xkcd.com/1597/



Git
• Hashes all files in the 
repository

• Produces a diff of changes 

• Commit messages explain who 
did what when and why

• Supports parallel workflows 
with a method for resolving 
conflicts

https://github.com/artefactual/atom-

docs/commit/6d8fe4ab9803ec3421b04bcabe215e3dbb4a77dc



Git
• Essentially a (NoSQL) database 
– a key/value store

• Objects DB and Refs DB

• Libgit2: git implementation in C

• Supports different backends

• Might git provide a model for 
auditable, versioned data 
management?

https://github.com/artefactual/atom-

docs/commit/6d8fe4ab9803ec3421b04bcabe215e3dbb4a77dcVincent Driessen via http://nvie.com/posts/a-successful-git-branching-model/



Git for Archives?
•Description systems: 

• Maintain transparent provenance and manage collaboration 
and concurrency – e.g. authority records

•Collaborative preservation environments

• Track transfer/ingest, preservation actions 

• Distributed, version-controlled backups

• Reconcile changes via branch management



Peer to Peer computing and BitTorrent

P2P: 

A distributed application 
architecture that directly links 
users as peers with equal 
privileges, instead of relying on 
a centralized server for 
communication and exchange



Early mainframe computing

Lawrence Livermore National Laboratory. IBM 704 Mainframe, via 

https://en.wikipedia.org/wiki/Mainframe_computer#/media/File:IBM_704_mainframe.gif



The promise of the web

ARPANET MARCH 1977 via 

https://commons.wikimedia.org/wiki/World_Wide_Web#/media/File:Arpanet_logical_map,_march_1977.png



The rise of the cloud

https://pixabay.com/en/network-iot-internet-of-things-782707/



The rise of the cloud

https://pixabay.com/en/network-iot-internet-of-things-782707/



The rise of the cloud

https://pixabay.com/en/network-iot-internet-of-things-782707/



P2P file sharing

http://www.nextinpact.com/dossier/hadopi-nicolas-sarkozy-sacd-snep/1.htm http://popjoust.com/jousts/400



BitTorrent Protocol

• A communications protocol for peer-to-peer file sharing

• Works with any kind/size of files

• Increases speed with increases in users – each user 
becomes a potential download source 

• Uses cryptographic hashing to segment files into pieces, 
so different pieces can be downloaded from different 
users and verified against the torrent tracker



BitTorrent Protocol

BitTorrent client .torrent file



• Torrent users who share content 
are called peers

• A group of peers is called a swarm

• Users who download without also 
sharing are called leeches

• Early BT implementations used a 
centralized tracker to discover and 
connect peers, before they could 
start sharing directly

BitTorrent Protocol



DHT: 

Distributed Hash Table. A decentralized 
lookup system (similar to a hash table) 
with key/value pairs.

• Pairs are stored in the DHT

• Any peer can look up the value associated with 
a key

• Responsibility for maintaining the mapping 
from keys to values is algorithmically distributed 
among the nodes to minimize disruption when 
nodes appear/depart/fail

BitTorrent Protocol



•Central trackers and DHT 
can be used together with 
other methods to increase 
efficiency

•Other features (e.g. 
encryption) can be added 
on top

BitTorrent Protocol



Archival uses for BitTorrent? 
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Archival uses for BitTorrent? 
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Archival uses for P2P and data? 

https://www.lockss.org/about/how-it-works/



Archival uses for P2P and data? 

http://dat-data.com/



https://github.com/CfABrigadePhiladelphia/jawn

Archival uses for P2P and data? 



• Description and access: a networking and data exchange 
protocol

• Exchanging authority records between repositories

• Updating portal sites 

• Offering content to the public

• Preservation: Sharing supporting technology images 

• Operating systems, codecs, tools 

• LOCKSS-style approach to preservation and real-time access despite 
service interruptions at any one point – distributed copies

Archival uses for P2P and data? 
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The WWW



The WWW



The WWW ?

https://www.youtube.com/watch?v=cf7Ie6PMZJk



Linked data
A method of expressing and 

publishing structured data so 

that it can be interlinked and 

queried semantically by both 

humans and machines.

http://linkeddata.org/

• Turning the web of documents into a 

machine-readable web of data

• From the World Wide Web to the Giant 

Global Graph



Linked data

Tim Berners-Lee. John S. and James L. Knight Foundation via 

https://commons.wikimedia.org/wiki/File:Tim_Berners-Lee-Knight-crop.jpg

4 Principles: 

• Use URIs to name (identify) things.

• Use HTTP URIs so that these things can be 

looked up (interpreted, "dereferenced").

• Provide useful information about what a 

name identifies when it's looked up, using 

open standards such as RDF, SPARQL, etc.

• Refer to other things using their HTTP URI-

based names when publishing data on the 

Web.



RDF

• Makes statements about resources as expressions

• Uses subject  predicate  object structure to form triples

A standard model for data 

interchange on the web



RDF

A standard model 

for data interchange 

on the web

• Uses URIs to express each 

element of the triple

• Can be serialized into 

many different formats



RDF
https://www.w3.org/TR/2014/NOTE-rdf11-primer-20140225/



5-star deployment 

scheme for open 

data

Linked open data
★ Make your stuff available on the Web

(whatever format) under an open license

★ ★ Make it available as structured data (e.g., 

Excel instead of image scan of a table)

★ ★ ★ Make it available in a non-proprietary 

open format (e.g., CSV instead of Excel)

★ ★ ★ ★ Use URIs to denote things, so that people 

can point at your stuff

★ ★ ★ ★ ★ Link your data to other data to provide 

context

http://5stardata.info/en/



Linked open data and archives
Lots of discussion, many existing useful ontologies, and 

some implementation in larger portal sites. Few 

institutional implementers out there. 

• Europeana Data Model (EU), Archives Hub (UK)

• LoC, W3C, Getty; SKOS, ViAF, GeoNames, etc. 

• PREMIS  creating an OWL ontology

• PRONOM ontology? Work on hold

• ICA EGAD developing an entity relationship model that can be 

expressed semantically? 



Linked open data and archives

https://linkedjazz.org/



Linked open data and archives

https://linkedjazz.org/tools/

Combining linked open data, machine learning, and 

crowdsourcing into a suite of user friendly tools



Linked open data and archives
• Description and Access

• Our systems should connect users to other related information –

linked data is the way

• Relationship visualizations, queries across institutions, domains

• Crowd-sourced description and reconciling from communities of 

interest

• Preservation
• PREMIS ontology + PRONOM ontology + W3C PROV= building 

blocks for a community Format Policy Registry (FPR)

• Ability to generate community-wide preservation stats



Blockchain: 

A distributed ledger that uses 
cryptographic hashing to maintain a 
continuously growing record of 
transactions, divided into linked, 
time-stamped blocks. 

Blockchain technology

Jorge González, “Chains reloaded.”July 29, 2011. 

https://www.flickr.com/photos/aloriel/6292261464



Bitcoin
• An online, anonymous cryptocurrency

• Allows peer-to-peer transactions without 
an intermediary

• Created 2008, released open-source in 
January 2009

• Relies on the blockchain:
• Transactions are verified by nodes on the 

network

• Nodes are rewarded for verification

• Once transactions are verified, they are added 
to a block every 10mins

https://www.flickr.com/photos/jason_benjamin/12795733984



• A wallet can have as many BTC addresses as desired

• An address is created via public/private key cryptography

User installs a 

Bitcoin client (a 

wallet), and uses 

it to create a 

bitcoin address 

for a transaction

Bitcoin



Bitcoin



Bitcoin
H(a)

H(b)

H(c)

H(d)

H(AB)

H(CD)

HABCD

00002393k242l284q34qrsw

Previous block’s 

hash

2016-06-03 09:55:01:003 UTC

Timestamp

55k4903rgw4004j48f2l2024j5

Transactions’ 

root hash

N(x)

nonce

Merkle tree

Block (candidate)

Previous hash + transaction hash + nonce = new block hash (0000000…)



Blockchain
• Miners (peers) try to solve the 

cryptographic puzzle of the 

nonce

• First to solve is rewarded with 

Bitcoin

• Other miners verify the solution 

• When there is consensus, the 

block is added to the blockchain

• New blocks are created every 10 

minutes
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Blockchain
• An immutable, distributed, public ledger

• No single point of failure 

• Removes central mediators in transactions

• Errors and fakes are resolved via consensus 

against all versions

• Entire history of transactions available to all

Graph - by Rocchini - Own work, CC BY 3.0, 

https://commons.wikimedia.org/w/index.php?curid=19859789



Oleh Zaiats. “Blockhain mind map.” FinTech, Jan 12, 2016. 

http://fintechinfo.com/blockchain-mind-map/

Blockchain



Blockchain

https://www.ethereum.org/



Blockchain
Smart contracts

• Contracts are essentially 

agreements – much like 

traditional law – often with 

economic impacts

• Terms and conditions, time 

frames and consequences, all 

lend themselves well to code

• Ethereum provides digital 

currency and a programming 

language to create 

distributed, enforceable 

agreements



Blockchain
http://dapps.ethercasts.com/



Archival Blockchain uses?
Chain of custody
• An archival blockchain could support the maintenance provenance and authenticity

• Register acquisitions, donor agreements, transfers, preservation actions

• LOCKSS-style P2P backups – use ledger + smart contracts to track who is preserving 

what where, under what terms – no need for centralized coordination

Archival Services Network
• Institutions donate storage space, compute power, or services

• Are rewarded with “ArchCoin” for use on the network

• These are used to cover network costs, use of other services

• DAOs and smart contracts allow automation of decentralized preservation services



Bringing it all together

Thomas Hawk via https://commons.wikimedia.org/wiki/File:Fireworks_4.jpg



Bringing it all together

https://ipfs.io/



Bringing it all together
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Bringing it all together

http://www.decentralizedweb.net/



Bringing it all together
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“…I believe that the emergence of blockchain technology and the 

concept of Decentralized Autonomous Organizations, alongside the 

maturation of peer-to-peer networks, open library technology 

architectures, and open-source software practices offers a new approach 

to the issues of control, privilege, and sustainability that are inherent to 

many centralized information collections.”

-- Peter Van Garderen, Decentralized Autonomous Collections

“A Decentralized Autonomous Collection is a set 

of digital information objects stored for ongoing 

re-use with the means and incentives for 

independent parties to participate in the 

contribution, presentation, and curation of the 

information objects outside the control of an 

exclusive custodian.”



Will we be 
a part of 
this future?
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• What is the most interesting part of this technology in terms of archives? 
What potential do you see? 

• Where do you think these ideas fall short? What might be some of the 
challenges?

• How might the ideas shared around this technology impact your institution if 
it existed now? How might it change the way you carry out these 
workflows/activities?

• If it doesn’t seem like it would solve a challenge you face, why not? What 
commonalities can you find in terms of challenges with others in your group?

Group questions

Google doc: http://bit.ly/tech-Proche

Twitter: #techProche



Thanks!

Dan Gillean – Artefactual Systems

ACA Conference 2016 – Montréal, QC


